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Abstract

With the rapid advancement of technology and the proliferation of digital platforms, the need for robust
privacy laws has become increasingly apparent. This research article aims to analyse the state of privacy
laws in Pakistan and assess the challenges posed by the digital era. The paper provides a comprehensive
overview of existing privacy regulations, evaluates their effectiveness, and highlights the emerging
issues in the realm of digital privacy. By examining legal frameworks, international standards, and
practical challenges, this article offers insights into potential solutions and recommendations to enhance
privacy protection in Pakistan's digital landscape. The qualitative research methodology has been
applied on following article.
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Introduction

In an era characterized by unprecedented technological advancements and an ever-expanding digital
landscape, the protection of individual privacy has emerged as a paramount concern for governments,
businesses, and citizens alike. The surge in digital connectivity, the proliferation of online platforms, and
the rapid evolution of data-driven technologies have fundamentally transformed the way personal
information is collected, processed, and shared. This paradigm shift has ushered in a complex interplay
between technological innovation, individual rights, and legal frameworks — a dynamic that poses both
opportunities and challenges for privacy protection. In the context of Pakistan, a nation embracing the
digital age with vigor, the significance of robust privacy laws is magnified. As the country strives to harness
the benefits of digital transformation and participate in the global digital economy, it simultaneously
grapples with the intricacies of safeguarding its citizens' personal data from unauthorized access,
exploitation, and misuse. The intricacies and nuances of privacy in the digital era necessitate an in-depth
examination of the existing legal frameworks, the effectiveness of their implementation, and the
emerging challenges that confront them (Jamil, 2021).

This research article aims to comprehensively delve into the state of privacy laws in Pakistan and evaluate
the challenges posed by the digital era. By analyzing the current legal landscape, scrutinizing international
privacy standards, and dissecting the multifaceted challenges presented by technological advancements,
this article seeks to provide a thorough assessment of the evolving landscape of privacy protection in
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Pakistan. Through this analysis, the article aims to offer insights into potential solutions and
recommendations that can contribute to strengthening privacy laws, ensuring effective enforcement, and
fostering a balance between individual privacy and the imperatives of national security.

The increasing integration of technology into various aspects of life demands a nuanced understanding of
the implications for personal privacy. As individuals share more data online and engage in digital
transactions, concerns related to data breaches, surveillance, and the ethical use of personal information
have taken center stage. Given the global nature of digital interactions, it is imperative for nations,
including Pakistan, to align their privacy laws with international best practices to ensure the seamless flow
of data across borders while safeguarding citizens' rights. This study's significance lies in its potential to
contribute to informed policymaking, heighten public awareness, and stimulate dialogue among
stakeholders, including policymakers, legal experts, technology innovators, civil society, and the general
public. By identifying the gaps and challenges that exist within the current privacy laws, this research
seeks to pave the way for a more robust and adaptive legal framework that can effectively address the
privacy concerns arising in the digital era.

Privacy Laws in Pakistan: A Review

The legal framework governing privacy in Pakistan is primarily shaped by the Pakistan Electronic Crimes
Act (PECA) and pertinent sections of the Telecommunication (Re-organization) Act. These statutes are
intended to address a range of issues, including cybercrimes, data protection, and electronic
communication. This section provides an overview of these laws and critically assesses their effectiveness
in safeguarding digital privacy rights.

Pakistan Electronic Crimes Act (PECA)

Enacted in 2016, the PECA was a significant step towards addressing cybercrimes and digital privacy
concerns in Pakistan. The Act criminalizes various online offenses, including unauthorized access to data,
cyberstalking, and cyberterrorism. It also establishes the Pakistan Cyber Emergency Response Team (P-
CERT) to handle cybersecurity incidents and coordinate responses. However, while the PECA addresses
cybercrimes, its effectiveness in protecting digital privacy rights has been a subject of debate. The Act
lacks comprehensive provisions explicitly safeguarding personal data and privacy. The absence of a robust
definition of personal data and the criterion for its processing limits its scope in aligning with international
privacy standards. Furthermore, the balance between protecting citizens' rights and granting law
enforcement authorities the power to access digital communications remains delicate (Arshad Khan,
2018).

Telecommunication (Re-organization) Act

The Telecommunication (Re-organization) Act, encompassing provisions related to communication
services and infrastructure, also plays a role in privacy regulation. However, like the PECA, its provisions
for data protection and digital privacy are limited. The Act primarily focuses on the regulation of
telecommunications and does not comprehensively address the complexities of data privacy in the digital
age (Ali, A., Khan, & Bashir, 2022).
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Strengths of the Existing Framework

Recognition of Cybercrimes: Both the PECA and the Telecommunication (Re-organization) Act
acknowledge the significance of cybercrimes and attempt to provide legal remedies for offenses
committed in the digital domain.

Weaknesses of the Existing Framework

1) Lack of Comprehensive Data Protection: The absence of dedicated provisions for data protection and
privacy rights is a major deficiency in the existing framework. With the increasing volume of personal
data being generated and processed, the absence of clear guidelines for its protection leaves
individuals vulnerable to unauthorized use and misuse.

2) Ambiguity in Terminology: The lack of precise definitions for terms like "personal data," "processing,"
and "consent" hampers the legal clarity necessary for effective implementation and enforcement.

3) Inadequate Protection for Privacy Rights: The existing laws do not provide a comprehensive
framework for addressing emerging issues like data breaches, cross-border data transfers, and the
right to be forgotten. This shortfall leaves individuals at risk of privacy violations in a digital
environment.

While the Pakistan Electronic Crimes Act and the Telecommunication (Re-organization) Act represent
important steps toward addressing cybercrimes and digital communication, they fall short in providing
robust protection for digital privacy rights. The absence of dedicated provisions for data protection and
the lack of clarity in key terms pose challenges to effective enforcement. As technology continues to
evolve, there is a pressing need for Pakistan's legal framework to undergo comprehensive amendments to
align with international privacy standards and adequately safeguard the digital privacy rights of its citizens
(zahoor, & Razi, 2020).

International privacy standards: A Comparative Analysis

In a rapidly globalizing digital landscape, the efficacy of privacy laws hinges on their alignment with
international standards. This section undertakes a comparative analysis, drawing upon global privacy
benchmarks such as the General Data Protection Regulation (GDPR) of the European Union and the
California Consumer Privacy Act (CCPA) in the United States. This analysis serves to evaluate how
Pakistan's privacy laws measure up in the international arena and illuminates the gaps and areas for
improvement in the country's legal framework (Lee, Hess, & Heldeweg, 2022).

General Data Protection Regulation (GDPR)

The GDPR, enacted in 2018, is a seminal piece of legislation that has set the global standard for data
protection and privacy. It places individuals' control over their personal data at the forefront, emphasizing
principles of transparency, consent, and data minimization. Key aspects of the GDPR include:

1) Data Subject Rights: GDPR grants individuals comprehensive rights over their data, including the
right to access, rectify, and erase personal data, as well as the right to data portability.

2) Data Protection Impact Assessments: GDPR mandates organizations to conduct assessments of
data processing activities that might present a high risk to individuals' rights and freedoms.
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3) Notification of Data Breaches: GDPR stipulates that organizations must notify data breaches to
both data protection authorities and affected individuals within 72 hours (Krivokapié., &
Adamovi¢, 2016).

California Consumer Privacy Act (CCPA)

The California Consumer Privacy Act (CCPA), which came into effect in 2020, represents a landmark in
privacy regulation within the United States. Drawing inspiration from international standards such as the
General Data Protection Regulation (GDPR), the CCPA seeks to enhance privacy rights and data protection
for California residents. This section examines the key features of the CCPA, its similarities with the GDPR,
and its significance in the context of digital privacy (Calzada, 2022).

(a) Enhanced Consumer Control: The CCPA empowers California consumers by granting them greater
control over their personal data. Individuals have the right to know what personal information
businesses collect, sell, or disclose about them.

(b) Right to Opt-Out: The CCPA introduces the right for consumers to opt-out of the sale of their personal
data. Businesses are required to provide a clear and conspicuous opt-out mechanism, allowing
individuals to prevent their data from being sold to third parties.

(c) Right to Deletion: Similar to the GDPR's "right to be forgotten," the CCPA provides consumers with
the right to request the deletion of their personal information held by businesses.

(d) Non-Discrimination: The CCPA prohibits businesses from discriminating against consumers who
exercise their privacy rights. This means that businesses cannot deny goods, services, or pricing based
on an individual's choice to exercise their privacy rights.

(e) Data Breach Notification: Businesses are obligated to implement reasonable security measures to
safeguard personal data. In the event of a data breach, the CCPA mandates businesses to notify
affected consumers about the breach (Anwar, O., Malik, A., Aqil, A., & Iftikhar, 2020).

Similarities with the GDPR: The CCPA shares notable similarities with the GDPR, indicating a convergence
of principles between the European and American approaches to data privacy:

(a) Focus on Consumer Rights: Both the GDPR and the CCPA emphasize consumer rights, including the
rights to access, rectify, and erase personal data.

(b) Transparency and Accountability: Both regulations emphasize the need for transparency in data
processing practices. Businesses are required to provide clear privacy notices and disclose their data
collection and sharing practices.

(c) Consent and Opt-Out: Both the GDPR and the CCPA introduce mechanisms for obtaining explicit
consent from consumers for data processing activities. Additionally, they grant consumers the right to
opt-out of certain data processing activities.

The CCPA is a pivotal development in the realm of American privacy law. Its introduction signifies a
growing recognition of the importance of data protection and consumer rights in the digital age. By
providing California residents with enhanced control over their personal data, the CCPA sets a precedent
for privacy legislation across the United States. It also underscores the global shift tow (Voss, 2021).

Comparative Analysis

When compared to these international privacy standards, Pakistan's privacy laws, primarily the Pakistan
Electronic Crimes Act (PECA) and the Telecommunication (Re-organization) Act, exhibit notable gaps:
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1) Comprehensive Data Subject Rights: Unlike the GDPR and CCPA, Pakistan's laws lack a comprehensive
set of data subject rights. Individuals in Pakistan do not enjoy the same level of control over their
data, which is a fundamental aspect of privacy protection in the digital age.

2) Data Breach Notifications: Both the GDPR and CCPA require prompt data breach notifications to
authorities and affected individuals. In contrast, Pakistan's laws do not mandate such notifications,
leaving individuals unaware of potential privacy breaches.

3) Data Protection Impact Assessments: The GDPR's requirement for data protection impact
assessments is absent in Pakistan's legal framework, making it challenging to assess and mitigate risks
associated with data processing activities.

4) Cross-Border Data Transfers: The GDPR sets clear guidelines for cross-border data transfers.
Pakistan's laws do not address this issue adequately, potentially impacting data sovereignty and
security (Chacko, & Mishra, 2022).

The comparative analysis reveals significant disparities between Pakistan's privacy laws and international
privacy standards such as the GDPR and CCPA. While these global standards prioritize individual rights,
transparency, and accountability, Pakistan's legal framework falls short in several crucial aspects.
Addressing these gaps is imperative to ensure that Pakistan can facilitate data flows in the global digital
economy while safeguarding the privacy rights of its citizens. Consequently, there is a compelling need for
legislative reforms and amendments to bring Pakistan's privacy laws in alignment with internationally
recognized privacy standards. Such reforms will not only enhance privacy protection but also bolster the
country's standing in the global digital landscape.

Challenges to Privacy In the Digital Era

The advent of the digital era has ushered in transformative changes across various facets of society, from
communication and commerce to governance and social interactions. However, this digital revolution has
also introduced a host of challenges to the fundamental right to privacy. This analytical research note
investigates the multifaceted challenges that individuals, organizations, and governments face in
safeguarding privacy in the digital age.

Data Breaches and Security Concerns

In the dynamic landscape of the digital era, data breaches have emerged as a critical challenge with far-
reaching implications. The escalating frequency and scale of breaches underscore the vulnerability of
personal data and the pressing need to fortify cybersecurity measures. This section delves into the
profound impact of data breaches, drawing attention to high-profile incidents like the Equifax breach and
the Facebook-Cambridge Analytica scandal. These breaches not only compromise individuals' privacy but
also provoke apprehensions about data security and the efficacy of existing cybersecurity protocols
(Kreiss, & Howard, 2010).

(a) The Escalating Threat: Data breaches encompass unauthorized access, acquisition, or dissemination
of sensitive information by malicious actors. Hackers, cybercriminals, and even insiders exploit
vulnerabilities in digital systems, leaving individuals, businesses, and institutions exposed to potential
harm. The escalating threat is evident in the growing number of incidents reported across various
sectors, ranging from financial institutions to healthcare providers.

(b) High-Profile Incidents: The Equifax breach of 2017 serves as a stark example of the potential
consequences of data breaches. The breach exposed the personal and financial data of nearly 147
million individuals, including names, social security numbers, and credit card details. This incident
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underscored the severe financial and reputational damage that can result from inadequate data
security measures (Khan, A., & Ximei, 2022).

(c) Likewise, the Facebook-Cambridge Analytica scandal revealed the susceptibility of individuals'
personal information to exploitation. The unauthorized collection and use of data from millions of
Facebook users for political purposes highlighted the need for rigorous privacy safeguards in the
digital age.

(d) Compromised Privacy and Security: Data breaches compromise individuals' privacy by exposing their
sensitive information to unauthorized entities. Personal details, financial records, and even health
information become susceptible to misuse, identity theft, and financial fraud. Furthermore, the
erosion of trust in digital platforms can deter individuals from engaging in online activities, hindering
the growth of digital economies.

(e) Adequacy of Cybersecurity Measures: The occurrence of high-profile breaches raises questions about
the adequacy of existing cybersecurity measures. Organizations need to continuously evolve their
strategies to counteract increasingly sophisticated cyber threats. The development of robust
encryption techniques, intrusion detection systems, and employee training programs is essential to
bolstering defenses against data breaches (Bennett, & Bayley, 2016).

Surveillance and Privacy Erosion

The rapid advancement of surveillance technologies and government surveillance programs has ignited a
critical discourse surrounding the delicate balance between individual privacy rights and the imperatives
of national security. In an era marked by the ubiquity of surveillance measures, this section examines the
profound implications of government surveillance programs, the proliferation of surveillance
technologies, and their collective impact on individual privacy (Kahn, A., & Wu, X. 2020).

(a) Government Surveillance Programs: Government surveillance programs, often justified by the need
to maintain national security, raise significant concerns regarding the scope and intrusion into
individuals' private lives. While such programs aim to thwart potential threats and criminal activities,
the collection of vast amounts of personal data through surveillance has the potential to infringe
upon the rights of citizens to lead private, unmonitored lives.

(b) Mass Surveillance and Privacy: The rise of mass surveillance entails the systematic monitoring of
communications, online activities, and digital interactions on a massive scale. While such surveillance
initiatives may be intended to safeguard citizens, they simultaneously pose a challenge to individual
privacy rights. The accumulation of personal data without proper oversight can lead to overreach,
abuse of power, and erosion of civil liberties.

(c) Balancing Privacy and State Interests: The tension between privacy rights and state interests
underscores the need for a nuanced approach. While governments must protect citizens from
potential threats, they must also uphold democratic values that safeguard individual liberties. Striking
a balance between maintaining security and respecting the privacy of individuals requires transparent
legal frameworks, oversight mechanisms, and checks and balances.

(d) Proliferation of Surveillance Technologies: The proliferation of surveillance technologies, including
closed-circuit television (CCTV) cameras and facial recognition systems, has reshaped public spaces.
While these technologies offer benefits such as enhanced public safety, they simultaneously
challenge individuals' ability to maintain anonymity and move freely in public areas without being
subject to constant monitoring.

(e) Facial Recognition and Privacy Concerns: Facial recognition technologies, in particular, raise
substantial privacy concerns. The capacity to track and identify individuals based on their facial
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features can be misused or lead to unintended consequences, such as false identifications or
unwarranted invasions of privacy (Hiranandani, 2011).

Algorithmic Decision-Making

In the era of technological advancement, the proliferation of automated decision-making processes driven
by artificial intelligence (Al) and machine learning algorithms has transformed various sectors, from
finance and healthcare to employment and education. However, the rapid adoption of these algorithms
raises significant concerns about privacy, bias, and transparency. This section delves into the intricacies of
algorithmic decision-making, examining both its promises and its potential pitfalls.

Efficiency and Promise: Algorithmic decision-making offers efficiency and objectivity in processing vast
amounts of data, enabling rapid and data-driven choices. In domains like credit scoring, medical diagnosis,
and job recruitment, these algorithms promise accurate predictions and streamlined processes, enhancing
user experience and service delivery.

Risk of Bias and Discrimination: Yet, the automated nature of these algorithms introduces the risk of
algorithmic bias and discrimination. Algorithms can inadvertently perpetuate biases present in historical
data, leading to unfair or discriminatory outcomes. For instance, biased algorithms in hiring processes can
reinforce existing inequalities and restrict diversity in the workforce.

Transparency and Explainability: The opacity of many Al algorithms presents a challenge to individuals'
privacy rights. Automated decisions are often complex and lack transparency, making it difficult for
individuals to understand why certain outcomes were reached. This lack of transparency hinders
individuals' ability to challenge decisions that may adversely affect their lives.

Privacy Implications: Automated decision-making can lead to potential privacy violations when personal
data is used to make decisions without individuals' explicit consent or understanding. For instance, the
use of health data for medical predictions without proper consent raises privacy concerns, particularly if
individuals are not informed about the nature and implications of data processing.

Mitigating Risks: To mitigate the risks associated with algorithmic decision-making, a multi-faceted
approach is necessary:

e Algorithmic Accountability: Developers and organizations must implement mechanisms to detect
and rectify biases in algorithms. Auditing and monitoring processes can ensure fairness and non-
discrimination in automated decisions.

e Transparency and Explain ability: Enhancing the transparency of algorithms and providing
individuals with understandable explanations for decisions are critical. Algorithmic transparency
enables individuals to hold decision-makers accountable and fosters trust in the system.

e Informed Consent: Individuals should have the right to be informed about the use of their data in
algorithmic decision-making processes. Informed consent ensures that individuals have control
over their data and its potential consequences (Tzoulia, 2021).

Data Protection Authorities and Enforcement

In the realm of privacy protection, the role of data protection authorities (DPAs) is pivotal. These
regulatory bodies play a crucial role in upholding privacy rights, ensuring compliance with privacy laws,
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and addressing emerging digital privacy concerns. In Pakistan, the efficacy of data protection authorities is
a key determinant of the effectiveness of privacy enforcement (Abdelrehim Hammad, A. A,, Khan, A., &
Soomro, 2021).

(a) Role of Data Protection Authorities: Data protection authorities in Pakistan are responsible for
overseeing the implementation and enforcement of privacy laws. They serve as intermediaries
between individuals and organizations, receiving complaints, conducting investigations, and taking
appropriate actions to address violations. These authorities are entrusted with the task of ensuring
that data controllers and processors adhere to legal obligations related to data protection and
privacy.

(b) Powers and Capacity: The effectiveness of data protection authorities depends on their powers,
resources, and capacity to enforce privacy regulations. Inadequate resources, limited technological
expertise, and a lack of legal clarity can hinder their ability to effectively address the evolving
challenges of digital privacy. Strengthening the powers of data protection authorities and equipping
them with modern tools and skills are essential steps in ensuring that privacy violations are detected,
investigated, and remedied promptly.

(c) Public Awareness and Education: Effective enforcement requires a proactive approach to public
awareness and education. Many individuals are unaware of their privacy rights, the potential risks
they face in the digital realm, and the avenues available for reporting violations. Data protection
authorities can play a vital role in raising awareness about privacy rights, providing guidance on
safeguarding personal data, and encouraging individuals to report any instances of data misuse or
breaches (Saura, Ribeiro-Soriano, & Saldana, 2022).

Balancing Privacy and National Security

In the digital age, the dichotomy between safeguarding citizens' privacy rights and ensuring national
security is an intricate challenge that governments worldwide grapple with. The rapid proliferation of
digital communication platforms and the global nature of cyber threats necessitate a delicate balance that
respects both individual rights and collective security.

(a) Privacy Concerns: Government surveillance programs, while often established to counter security
threats, can inadvertently intrude upon individuals' privacy. Mass surveillance measures, such as data
interception and monitoring, raise concerns about unwarranted surveillance, erosion of civil liberties,
and the chilling effect on freedom of expression.

(b) National Security Imperatives: On the other hand, governments argue that access to certain data is
essential for identifying and mitigating security threats. Balancing privacy and national security entails
creating mechanisms that allow legitimate surveillance without infringing upon individuals' rights.

(c) Policy and Legal Frameworks: The establishment of clear policies and legal frameworks that define
the scope of surveillance, establish safeguards against abuse, and ensure oversight mechanisms is
paramount. Such frameworks should strike a balance between privacy protection, accountability, and
the imperative to prevent security breaches.

(d) Technological Innovations: Advancements in encryption and privacy-enhancing technologies provide
opportunities to reconcile privacy and security interests. Governments can explore solutions that
allow data collection for security purposes while safeguarding individuals' data from unauthorized
access.

(e) Public Debate and Participation: Balancing privacy and national security requires inclusive public
debate and stakeholder participation. It is essential to involve civil society, legal experts, technology
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professionals, and the public in shaping policies that maintain a fair equilibrium between privacy and
security.

Privacy in the digital era is under constant threat from a multitude of challenges. From data breaches and
surveillance to algorithmic decision-making and the complexities of social media, individuals are
navigating uncharted waters when it comes to safeguarding their personal information. Addressing these
challenges requires a comprehensive approach that combines robust legal frameworks, effective
cybersecurity measures, and enhanced digital literacy. Striking the right balance between technological
advancement and privacy protection is paramount to ensure that the digital era is not synonymous with
the erosion of privacy rights. This research note underscores the urgency of addressing these challenges
to safeguard individual privacy in a rapidly evolving digital landscape.

Conclusion

The digital era has ushered in transformative changes, presenting both opportunities and challenges to
the realm of privacy protection. In the context of Pakistan, this research article has critically assessed the
existing privacy laws and their effectiveness in addressing the challenges posed by the digital age. The
evaluation of privacy laws, comparative analysis with international standards, and examination of specific
challenges underscore the pressing need for comprehensive reforms to safeguard privacy rights in
Pakistan. The review of privacy laws in Pakistan revealed strengths such as the recognition of cybercrimes
and the establishment of relevant authorities. However, critical weaknesses were identified, including the
absence of comprehensive data protection provisions, ambiguous terminology, and limited protection for
emerging issues. Comparative analysis with international standards, notably the GDPR and CCPA,
highlighted the gaps that exist in Pakistan's legal framework. The challenges discussed, including data
breaches, surveillance, algorithmic decision-making, social media privacy concerns, loT vulnerabilities, and
the right to be forgotten, collectively emphasize the urgency of addressing the multifaceted dimensions of
digital privacy.

Future Recommendations

1) Comprehensive Data Protection Legislation: Pakistan should enact dedicated data protection
legislation that clearly defines the rights of individuals and the responsibilities of data controllers and
processors. The law should encompass aspects such as data subject rights, consent mechanisms, data
breach notifications, and cross-border data transfers.

2) Clear Terminology and Definitions: To enhance legal clarity, privacy laws should provide precise
definitions of terms like "personal data," "processing," and "consent." This clarity will aid in effective
enforcement and interpretation.

3) Strengthening Data Protection Authorities: Empower data protection authorities with adequate
resources, technical expertise, and enforcement powers to effectively oversee privacy compliance,
investigate violations, and impose penalties where necessary.

4) Public Awareness and Education: Launch comprehensive public awareness campaigns to educate
citizens about their privacy rights, the risks of sharing personal information, and the importance of
data protection.

5) Ethical Al and Algorithmic Transparency: Develop guidelines for ethical Al and algorithmic decision-
making that prioritize fairness, transparency, and accountability. Encourage organizations to audit
algorithms for biases and discriminatory outcomes.
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6) loT Security Standards: Establish standardized security measures for loT devices, ensuring that
manufacturers prioritize data protection and privacy. Encourage the adoption of best practices and
compliance with security standards.

7) Balancing Privacy and National Security: Foster an open dialogue involving policymakers, legal
experts, civil society, and technology professionals to strike a balance between individual privacy and
national security imperatives.

8) Right to be Forgotten Framework: Develop a comprehensive framework that allows individuals to
exercise their right to be forgotten while balancing it with the need for accurate and accessible
information.

In conclusion, addressing the challenges to privacy in the digital era requires a concerted effort from
policymakers, industry stakeholders, civil society, and citizens themselves. By enacting robust data
protection laws, fostering transparency and accountability in technology deployment, and promoting
digital literacy, Pakistan can secure the privacy rights of its citizens while embracing the benefits of the
digital revolution. The journey towards a privacy-respecting digital landscape is not without challenges,
but the path is clear: a collaborative approach that upholds individual rights in the face of technological
progress.

References

Abdelrehim Hammad, A. A, Khan, A., & Soomro, N. E. (2021). Digital Economy Barriers to Trade
Regulation Status, Challenges, and China's Response. International Journal of Social Sciences
Perspectives, 8(2), 41-49.

Ali, A., Khan, I., & Bashir, S. (2022). Need Of International Legislation Regarding Cyber Crimes: Pakistan
Perspective. Pakistan Journal of Social Research, 4(2), 1136-1144.

Anwar, 0., Malik, A., Aqil, A., & Iftikhar, N. F. (2020). Cyber Surveillance and Big Data-Pakistan's Legal
Framework and the Need for Safeguards. RSIL L. Rev., 35.

Arshad Khan, E. (2018). The prevention of electronic crimes act 2016: An analysis. LUMS LJ, 5, 117.

Bennett, C. J., & Bayley, R. M. (2016). Privacy protection in the era of ‘big data’: regulatory challenges and
social assessments. Exploring the boundaries of big data, 205.

Calzada, 1. (2022). Citizens’ data privacy in China: The state of the art of the Personal Information
Protection Law (PIPL). Smart Cities, 5(3), 1129-1150.

Chacko, M., & Mishra, S. (2022). The former Indian DPB, California's CCPA and the European GDPR: A
comparative analysis. Journal of Data Protection & Privacy, 5(2), 111-118.

Hildebrandt, M., & Koops, B. J. (2010). The challenges of ambient law and legal protection in the profiling
era. The Modern Law Review, 73(3), 428-460.

Hiranandani, V. (2011). Privacy and security in the digital age: contemporary challenges and future
directions. The International Journal of Human Rights, 15(7), 1091-1106.

Jamil, S. (2021). From digital divide to digital inclusion: Challenges for wide-ranging digitalization in
Pakistan. Telecommunications Policy, 45(8), 102206.

Kahn, A., & Wu, X. (2020). Impact of digital economy on intellectual property law. J. Pol. & L., 13, 117.

Khan, A., & Ximei, W. (2022). Digital economy and environmental sustainability: Do information
communication and technology (ICT) and economic complexity matter?. International journal of
environmental research and public health, 19(19), 12301.

Kreiss, D., & Howard, P. N. (2010). New challenges to political privacy: Lessons from the first US
Presidential race in the Web 2.0 era. International Journal of Communication, 4, 19.

Krivokapi¢, D., & Adamovi¢, J. (2016). Impact of General Data Protection Regulation on children's rights in
digital environment. Anali Pravnog fakulteta u Beogradu, 64(3), 205-220.

ISSN (P): 2709-9962 Faisal, Qureshi & Hussain (2022) 468



Asian Social Studies and =1 Volume 3 Issue 2
Applied Research (ASSAR) May, 2022

Published by ASAR Council e e e ISSN (E): 2709-9229

Lee, D., Hess, D. J., & Heldeweg, M. A. (2022). Safety and privacy regulations for unmanned aerial vehicles:
A multiple comparative analysis. Technology in Society, 71, 102079.

Saura, J. R., Ribeiro-Soriano, D., & Saldana, P. Z. (2022). Exploring the challenges of remote work on
Twitter users' sentiments: From digital technology development to a post-pandemic era. Journal of
Business Research, 142, 242-254.

Tzoulia, E. (2021). Targeted advertising in the digital era: Modern challenges to consumer privacy and
economic freedom: The responses of the EU legal order. In EU internet law in the digital single
market (pp. 447-477). Cham: Springer International Publishing.

Voss, W. G. (2021). The CCPA and the GDPR are not the same: why you should understand both. W.
Gregory Voss,'The CCPA and the GDPR Are Not the Same: Why You Should Understand Both,'CPI
Antitrust Chronicle, 1(1), 7-12.

Zahoor, R., & Razi, N. (2020). Cyber-crimes and cyber laws of Pakistan: An overview. Progressive Research
Journal of Arts & Humanities (PRJAH), 2(2), 133-143.

ISSN (P): 2709-9962 Faisal, Qureshi & Hussain (2022) 469



